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Report on Fraud Investigation

Attached is the official report on a misappropriation at the Terrace Heights Sewer District. On
December 2, 2022, the District notified the Office of the Washington State Auditor of a potential
loss of public funds. This notification was submitted to us under the provisions of state law
(RCW 43.09.185).

Our investigation was performed under the authority of state law (RCW 43.09.260) and included
procedures we considered necessary under the circumstances.

If you are a member of the media and have questions about this report, please contact Director of
Communications Kathleen Cooper at (564) 999-0800. Otherwise, please contact Special
Investigations Program Manager Stephanie Sullivan at (360) 688-0858.
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Pat McCarthy, State Auditor
Olympia, WA

cc: Annette Garcia, Office Manager

Americans with Disabilities

In accordance with the Americans with Disabilities Act, we will make this document available in
alternative formats. For more information, please contact our Olffice at (564) 999-0950, TDD
Relay at (800) 833-6388, or email our webmaster at webmaster(@sao.wa.gov.
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FRAUD INVESTIGATION REPORT

Background and Investigation Results

On December 2, 2022, the District notified our Office regarding a potential loss of public funds,
as required by state law (RCW 43.09.185). In November 2022, a utility customer received an
overdue balance notice despite having already paid the bill. When the customer provided a copy
of the receipt as proof of the payment, the District discovered that records of the receipt had been
deleted, and the payment was not posted to the customer’s account. The District then found several
additional receipts had been deleted without authorization through a login associated with its
Receptionist. The Receptionist voluntarily left employment on November 29, 2022.

We investigated and determined a misappropriation totaling $6,378.45 occurred at the District
between July 13, 2021, and September 6, 2022.

Our investigation focused on cash receipting. We found the Receptionist deleted cash receipts
totaling $2,262 without justification or approval, and collected $214 in cash payments without
initially receipting them. She later receipted and deposited all these cash payments, with delays
ranging from five to 46 days — indicating she borrowed the funds and later paid them back. The
District was able to assign responsibility for this misuse of funds to the Receptionist in part because
she emailed the list of accounts and cash payments to her personal email account.

We identified an additional $3,581 of deleted receipts posted through the Receptionist’s username
that were reposted at a later date, and one payment totaling $321 that was never reposted. Since
another person had administrative access to the employee’s username and password, the District
could not assign responsibility for this loss.

In December 2022, a Yakima County Sheriff’s Office Deputy interviewed the Receptionist, who
denied deleting or retaining cash payments. She said it was possible that she walked away from
the computer after logging in, and another employee used the computer to process and void the
payments, which made it appear that she was responsible. We contacted the Receptionist for an
interview in May, June and July 2023 by phone and email, but she did not respond to our requests.
The Yakima County Sheriff’s Office recommended charges to the County Prosecuting Attorney’s
Office, based on the District’s investigation.

Control Weaknesses

The District’s internal controls were inadequate for safeguarding public resources. We found the
following weaknesses allowed the misappropriation to occur, and prevented the District from
assigning responsibility:

e Staff can delete receipts within the system without a second person’s approval, and the
District does not review the deleted receipts report to verify that these transactions are
appropriate.
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e One person has administrator access to the utility billing system, which gives them full
access to all usernames and passwords.

Recommendations

We recommend the District improve its internal controls over cash receipting to ensure it
adequately safeguards public funds from loss or misappropriation. Specifically, the District should
independently review all deleted cash receipts to verify they were deleted for a valid purpose, and
maintain separate and secure login passwords.

We will refer this case to the Yakima County Prosecuting Attorney’s Office for any further action
it determines is necessary.

We also recommend the District seek recovery of the related investigation costs of $10,500 from
the former Receptionist and/or its insurance bonding company, as appropriate. Any compromise
or settlement of this claim by the District must be approved in writing by the Attorney General and
State Auditor as directed by state law (RCW 43.09.260). Assistant Attorney General Matt Kernutt
is the contact person for the Attorney General’s Office and can be reached at (360) 586-0740 or
Matthew.Kernutt@atg.wa.gov. The contact for the Office of the Washington State Auditor is
Brandi Pritchard, Assistant Director of Local Audit and Special Investigations, who can be reached
at (360) 489-4591 or Brandi.Pritchard@sao.wa.gov.

District’s Response

Terrace Heights Sewer District must operate within practical fiscal restraints necessitated by its
status as a small utility/ Special purpose district. A consequence is that it has previously been
necessary to consolidate several responsibilities in a single staff position, which might otherwise
be delegated amongst several employees in a larger district. This necessity for consolidation
created an opportunity for prior Receptionist to effectuate the discovered fraud.

Before the former Receptionist vacated her position, but prior to discovery of the fraudulent
activity the district hired an additional office staff member. This allowed the coverage needed to
review processes and be able to have an extra set of eyes to uncover the misappropriations of
funds.

The misappropriation of funds was initially uncovered when a customer brought a missing cash
payment to the attention of the additional staff member who reported it to management. The
customer was able to produce a receipt showing a cash payment that had not been posted to their
account as well as describing the Receptionist to whom they had given the cash payment to. This
led to management review and extensive work to uncover the extent of the fraud. The district
immediately turned over all our findings to the Yakima County Sheriff and the Washington State
Auditor for further investigation.

Office of the Washington State Auditor sao.wa.gov Page 4


mailto:Matthew.Kernutt@atg.wa.gov
mailto:Brandi.Pritchard@sao.wa.gov

While the hiring of additional staff was instrumental in uncovering the initial fraud, we have also
changed the internal controls, access, and internal review processes we use to determine the
validity of adjusted or deleted payments. Each staff member has always had their own log in and
password but the ability to view, change, or update passwords has been transferred from
management to our software administrator. New processes require staff to log out of their
terminal if they step away from their work area. Management is now actively reviewing all
adjusted and/or deleted payments regularly as well as working with our software provider to find
a solution to their lack of a two-person approval for the deletion of receipts.

In conclusion, while the district cannot entirely protect itself against a bad actor, the safeguards
we have put into place have each significantly reduced the likelihood of future of fraudulent
behavior. The district plans to pursue all avenues available to us to recoup the misappropriated
funds as well as the costs incurred for the investigation of fraud from the former receptionist.

Auditor’s Remarks

We thank District officials and personnel for their assistance and cooperation during the
investigation. We will follow up on the District’s internal controls during the next audit.
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ABOUT THE STATE AUDITOR’S OFFICE

The State Auditor’s Office is established in the Washington State Constitution and is part of the
executive branch of state government. The State Auditor is elected by the people of Washington
and serves four-year terms.

We work with state agencies, local governments and the public to achieve our vision of increasing
trust in government by helping governments work better and deliver higher value.

In fulfilling our mission to provide citizens with independent and transparent examinations of how
state and local governments use public funds, we hold ourselves to those same standards by
continually improving our audit quality and operational efficiency, and by developing highly
engaged and committed employees.

As an agency, the State Auditor’s Office has the independence necessary to objectively perform
audits, attestation engagements and investigations. Our work is designed to comply with
professional standards as well as to satisfy the requirements of federal, state and local laws. The
Office also has an extensive quality control program and undergoes regular external peer review
to ensure our work meets the highest possible standards of accuracy, objectivity and clarity.

Our audits look at financial information and compliance with federal, state and local laws for all
local governments, including schools, and all state agencies, including institutions of higher
education. In addition, we conduct performance audits and cybersecurity audits of state agencies
and local governments, as well as state whistleblower, fraud and citizen hotline investigations.

The results of our work are available to everyone through the more than 2,000 reports we publish
each year on our website, www.sao.wa.gov. Additionally, we share regular news and other
information via an email subscription service and social media channels.

We take our role as partners in accountability seriously. The Office provides training and technical
assistance to governments both directly and through partnerships with other governmental support
organizations.

Stay connected at sao.wa.gov Other ways to stay in touch
e Find your audit team e Main telephone:
e Request public records (564) 999-0950
e Search BARS Manuals (GAAP and N .
cash), and find reporting templates * Toll-free Citizen Hotline:

e Learn about our training workshops (866) 902-3900

and on-demand videos

e Discover which governments serve you
— enter an address on our map

e Explore public financial data
with the Financial Intelligence Tool

e FEmail:
webmaster(@sao.wa.gov
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